
Overview

Intelligent Penetration Testing using Deep Reinforcement Learning

Penetration Testing (PT) is a form of ethical hacking where 
an attack is performed against a computer network to find 
vulnerabilities. Many organizations hire penetration testers 
to evaluate the strengths and weaknesses of a network. PT 
is both time consuming, expensive, and requires highly 
trained professionals [1].
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Objectives
● Develop a reconnaissance system to discover ports and 

services running on a host.
● Create an interface with the Metasploit RPC API 

exploitation system
● Develop and train an agent to intelligently use the 

Metasploit interface to find vulnerabilities
● Using these systems together generate a report detailing 

the finding(s).
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Introduction
Phorcys’ use of deep Reinforcement Learning (RL) 
provides companies with a straightforward and cost 
effective approach to conduct high-quality and frequent 
penetration tests. At a high-level, Phorcys will start with a 
user who tells the agent the scope of the attack. It will then 
perform reconnaissance that will be ingested into the deep 
RL model for the given targets. The model will decide on 
what exploits to leverage in the process, and executes 
those exploits to compromise the target. After successfully 
conducting the assessment, Phorcys concludes by 
automatically generating a report of the penetration test.
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● Both training and penetration testing are fully 
autonomous.

● Cost effective solution for affordable penetration 
tests.

● Companies are able to conduct frequent 
penetration tests augmenting responsibilities of a 
penetration test.

● Generation of a comprehensive report to determine 
weaknesses within a network.

Results

Figure 2: Training PT RL Agent. Shows agent 
successfully learning how to conduct penetration 
tests.

● Option to use a user interface alongside the 
command line interface

● Dynamically create all actions in the action space.
● Implementation of post-exploitation for lateral 

movement.
● Exploration of different algorithms used for training 

and how they compare to the current one used.
● Implement Tactics, Techniques, and Procedures 

(TTPs) for realistic adversary emulation.
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Figure 1: Shows partial output of the report from 
the penetration test.


